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Data security and confidentiality is one of the most important aspects in the field of communication, 
especially communication using computer media. One area of science used to secure data is cryptography. 
Cryptography is a science that uses mathematical equations to process the encryption and decryption of 
data. Encryption is the process of changing plaintext (data that can be read) into ciphertext (data that cannot 
be read) and decryption is the opposite of encryption, which changes ciphertext back into plaintext. 
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1. Introduction 
 Security and confidentiality are important aspects of data, messages, and information. Sending a 
message, data, and information that is very important requires a high level of security. With the 
development of information technology nowadays so rapidly, where everyone will be easy to get a message, 
data, and information. Ease of access to communication media has an influence on information security 
using communication media as a delivery medium. Information becomes very frail to be known, taken, or 
even manipulated and misused by other parties who have no right. During delivery and when it arrives at 
that destination, the information must remain confidential and maintain its authenticity or not be modified. 
The recipient of the information must be sure that the information really came from the right sender, and 
vice versa, the sender believes that the recipient of the information is the real person. Data breaches will 
occur if there is no good security. Burglary data can be in the form of searching for an important confidential 
document. To avoid breaking into the steps that must be done is to use a cryptography security application 
such as the use of RC4, so that the data can be maintained and safe. The security of information in this 
global era is increasingly becoming a vital need in various aspects of life. Information will have a higher 
value when it comes to aspects of business decisions, security, or public interest. 
 RC4 is one type of stream cipher, which is processing units or input data, messages, or information 
at one time. Units or data are generally a byte or sometimes even bits (a byte in RC4 terms). In this way 
encryption or decryption can be carried out at variable lengths. This algorithm does not have to wait for a 
certain amount of input data, messages, or information before processing, or add additional bytes to encrypt. 
2. Litarature Riview   
2.1 Cryptography 
 Cryptography comes from Greek, crypto, and graphic. Cryptoberarti secret (secret) and graphic 
means writing (writing). According to the terminology, cryptography is the science and art of maintaining 
message security when messages are sent from one place to another [1] - [3]. Cryptography is the study of 
mathematical techniques related to aspects of information security such as confidentiality, data integrity, 
and authentication. Cryptography is the science and art of maintaining message security. There are various 
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Encryption is a process to change plaintext into Ciphertext which is incomprehensible. The encryption 
process is usually done before the message is sent. To increase message encryption security, an 
encryption process is added which is also needed for the decryption process 
2. Decryption 
Decryption is the process of turning Ciphertext back into plaintext so messages can be understood. The 
decryption process is usually carried out by the recipient of the message so that the message received 
can be understood. The key used in the decryption process can be different from the key used in the 
encryption process, also called public-key cryptography. Instead, if the key used is the same, it is also 
called cryptographic key symmetry. 
2.2 RC4 algorithm 
 RC4 was designed by Ron Rivest who came from RSA Security in 1987. RC itself has an official 
abbreviation, "Rivest Chipper", but also known as "Ron's Code" RC4 is actually kept secret and not 
published to the public, but apparently there are people who are not known to deploy RC4 to the 
Cypherpunks mailing list. Then this news was quickly posted to the sci.crypt newsgroup, and from this 
newsgroup then spread widely on the internet. The leaked code is authenticated because the output is the 
same as the software that uses licensed RC4. The name RC4 has been patented, so RC4 but Rivest 
personally released it [4] - [10]. by linking English Wikipedia to the notes he has. RC4 has become part of 
the standard encryption protocol and is often used, including WEP and WPA for wireless cards, and TLS. 
The main factor that became the success of RC4 is its speed and simplicity in handling many applications, 
making it easy to develop efficient implementations of software and hardware. 
3. Hasil dan Pembahasan  
 In mathematics and computing, an algorithm or algorithm is a collection of commands to solve a 
problem. These commands can be translated gradually from beginning to end. Problems can be anything, 
with a note for each problem, there are initial conditions criteria that must be met before running the 
algorithm. The algorithm can always end for all initial conditions that meet the criteria, in this case it is 
different from heuristics. Algorithms often have an iteration step or require a decision (Boolean logic and 
comparison) until the task is complete. Algorithm design and analysis is a special branch in computer 
science that studies the characteristics and performance of an algorithm in solving problems, regardless of 
the algorithm's implementation. In this discipline branch algorithms are studied abstractly, regardless of the 
computer system or programming language used. Different algorithms can be applied to a problem with the 
same criteria. 
 The complexity of an algorithm is a measure of the number of computations needed by the 
algorithm to solve the problem. Informally, an algorithm that can solve a problem in a short time has a low 
complexity, while an algorithm that takes a long time to solve a problem has a high complexity. The RC4 
algorithm is quite easy to explain. RC4 has an S-Box, S0, S1, ..., S255, which contains permutations from 
numbers 0 to 255, and permutations are functions of keys of variable length. There are two indices, i and j, 
which are initialized by zero. To generate random bytes the steps are as follows: 
 i = (i + 1) mod 256 j = (j + Si) mod 256 swap Si and Sj t = (Si + Sj) mod 256 K = St Byte K in XOR with 
plaintext for generate ciphertext or XOR with ciphertext to produce plaintext. 
First initialize S-Box with length 8byte, with S [0] = 0, S [1] = 0, S [2] = 0, S [3] = 1, S [4] = 0, S [5] = 1, 
S [6] = 1, and S [10] = 1 so that the array S becomes: 00010111 
Initialize 4-byte array key, Ki. Suppose the key consists of 2 bytes, namely byte 1 and byte 7. Repeat the 
key until it fills the entire K array so that the K array becomes: 
1 7 1 7 1 7 1 7 
Next we mix operations where we will use variables i and j to index arrays S [i] and K [i]. First we give 
initial values for i and j with 0. The mixing operation is a repeat of the formula (j + S [i] + K [i] mod 8, 
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followed by exchanging S [i] with S [j], because it uses arrays of length 8byte then the algorithm 
becomes:For i = 0 to 8 
j = (j + S[i] + K[i] mod 8 
swap S[i] dan S[j] 
With the algorithm as above, the initial values i = 0 to i = 7 will produce an S array as follows: 
First iteration: 
i = 0, maka 
j = (j + S[i] + K[i] ) mod 8 
  = (j + S[0] + K[0] ) mod 8 
  = (0 + 0 + 1 )  mod 8 
  = 1 
Swap S [0] and S [1] to produce an S array: 
10010111 
Second iteration: 
i = 1, then 
j = (j + S[i] + K[i] ) mod 8 
  = (j + S[1] + K[1] ) mod 8 
  = (1 + 0 + 7 ) mod 8 = 1 
Swap S [1] and S [0] to produce an S array: 
00010111 
Third iteration: 
i = 2, then 
j = (j + S[i] + K[i]) mod 8 
  = (j + S[2] + K[2] ) mod 8 
  = (0 + 0 + 1 ) mod 8 
  = 1 
Swap S [2] and S [3] to produce an S array: 
00110111 
Fourth iteration: 
i = 3, then  
j = ( j + S[i] + K[i] ) mod 8 
  = ( j + S[3] + K [3] ) mod 8 
  = (1 + 1 + 7 ) mod 8 
  = 1 
Swap S [3] and S [2] to produce an S array: 
01100111 
Fourth iteration: 
i = 4, then  
j = ( j + S[i] + K[i] ) mod 8 
  = ( j + S[4] + K [4] ) mod 8 
  = (1 + 0 + 1 ) mod 8 
  = 0 
Swap S [4] and S [3] to produce an S array: 
01010111 
Fourth iteration: 
i = 5, then  
j = ( j + S[i] + K[i] ) mod 8 
  = ( j + S[5] + K [5] ) mod 8 
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  = (0 + 1 + 7 ) mod 8 
  = 0 
Swap S[5] dan S[4] sehingga menghasilkan array S : 
01100011 
Iterasi keempat : 
i = 6, then  
j = ( j + S[i] + K[i] ) mod 8 
  = ( j + S[6] + K [6] ) mod 8 
  = (0 + 1 + 1 ) mod 8 
  = 0 
Swap S [6] and S [5] to produce an S array: 
01100011 
Fourth iteration: 
i = 7, then 
j = ( j + S[i] + K[i] ) mod 8 
  = ( j + S[3] + K [3] ) mod 8 
  = (0 + 1 + 7 ) mod 8 
  = 0 
Swap S [7] and S [6] to produce an S array: 
01100001 
Fourth iteration: 
i = 8, then 
j = ( j + S[i] + K[i] ) mod 8 
  = ( j + S[8] + K [8] ) mod 8 
  = (0 + 1 + 1 ) mod 8 
  = 0 
Swap S [8] and S [0] to produce an S array: 
00110000 
After obtaining the results of the S array from the fourth iteration, the next process is to XOR the pseudo 
randombyte with plaintext, with the plaintext entered is 10110000. 
Because the plaintext consists of two characters, two iterations occur. The first iteration is: 
Initialize i and j with i = 0; j = 0. 
i = 0; j = 0; 
i = ( i + 1 ) mod 8 
  = (0 + 1 ) mod 8 
  = 1 
and 
j = ( j + S[i] ) mod 8 
  = ( 0 + 2 ) mod 8 
  = 0 
Swap S [i] and S [j], namely S [1] and S [2] so that the array S becomes: 
01100000 
t = ( S[i] + S[j] ) mod 8 
  = ( 3 + 1 ) mod 8 
  = 0 
K = S[t] = S[0] = 0 
This second / K byte is XORed with the "1010" plaintext. Next the second iteration is: 
i = 1; j = 2 
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i = ( i + 1 ) mod 8 
  = ( 1 + 1 ) mod 8 
  = 0 
And  
j = ( j + S[i] ) mod 8 
 = (2 + 0) mod 8 = 0Swap S [i] and S [j] namely S [2] and S [0] so that the array S becomes: 
10100000 
t = ( S[i] + S[j] ) mod 4 
  = ( 2 +1 ) mod 4 
  = 3 
K = S[t] = S [3] = 2 




 With Algotritma RC4 voice data will be difficult to know and maintain its secrecy and the 
encryption-decryption process on the RC4 algorithm with the same keywords between encryption and 
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